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1. Introduction

To protect a block cipher against classical cryptanalysis, the involved functions must
satisfy several criteria. Currently the best understood classes with respect to properties
required in cryptology are monomial and quadratic ones. However quadratic functions
are not suitable for many applications since they have small algebraic degree. Also the
use of monomial functions in block ciphers is often criticized, since they exploit only the
multiplicative structure of the underlying finite field.

The best resistance to differential attacks provide the almost perfect nonlinear (APN)
functions. The classification of APN functions is far from being achieved. In particular,
the existence of APN functions which permute Fy», when n is even, is the mystery of
the research on APN functions. Such functions exist for n = 6 as shown by the group of
John Dillon [15]. However no example for even n > 8 is known.

We say that a function is sparse when it is expressed by a polynomial consisting of
few non-zero terms. It is currently believed that APN sparse functions are rare, leading
to more general studies on functions with low differential uniformity (see recent papers
[2-4,7,23,24,26,27]).

In this paper, we construct sparse functions and explore their properties. In particular
we are interested in the algebraic degree, the capacity to resist to differential attacks and
the bijectivity of these functions. More precisely, we consider the functions

Foine x> 2®+yTr(z) (1)

on Fan, where 7 is a fixed non-zero element of Faon, s, t are fixed positive integers and T'r is
the absolute trace function on Fo». These functions are constructed with two monomials
and therefore they admit an efficient implementation; also, they are more or less easy
to study. The study of functions Fy; -, which are permutations on Fo», was originated
by the first two authors in [11,12]. This paper concentrates on finding special classes of
such families having properties required in applications.

The paper is organized as follows: The next section includes basic properties and
definitions. In Section 3, we describe functions Fj ;- which are bijective and which are
2-to-1. We present several properties on these functions. In particular, we give the ex-
pression of the inverse of those permutations and show how to construct permutations
from such 2-to-1 functions. Section 4 is devoted to specific classes. We first characterize
all permutations of the form x — x° + v Tr(x): for such a function, s must be the in-
verse modulo 2" — 1 of a quadratic exponent. Thus, for odd n, such almost bent (AB)
function is 2-to-1. For even n we get permutations with differential uniformity 4. Fur-
thermore these functions have a high algebraic degree. In Section 4.2, we study the case
where z +— z® in (1) is the multiplicative inverse function. Notably in this case for n
even, we show that the differential uniformity of Fy ;. is either 4 or 6 and construct
permutations with differential uniformity 6. We also exhibit some such functions with
differential uniformity 4. In Section 5, we study functions constructed with two quadratic
monomials.
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2. Preliminaries

In this section we recall definitions and properties which will be used later as well as
the so-called switching construction.

2.1. Definitions and notation

Let n > 2 and 0 < s,t < 2" — 1 be integers. To identify s (resp. t) with its 2-adic
expansion is to write

n—1
s=1(80,-.-,8n—1) where s = Z 52", s; € {0,1}.
i=0

We call wt(s) = Z?;Ol s; the Hamming weight of s. We say that t covers s if and only if
s; < t; for all 7. In this case, we use notation

s<t and s<t ifs#t. (2)

Any function F' on Fa» has a unique univariate polynomial representation as follows:
2m—1

F(.’I}) = Z akxk7 ay € Fan.
k=0

Its algebraic degree is deg(F) = max{wt(k) | ar # 0}. The derivative of F' in the
direction a is the function x — F(x) + F(x + a). The resistance of F to differential
cryptanalysis is related to the following quantities:

Definition 1. Let F': Fon — Fon. For any a and b in Fon, we denote
5r(a,b) = |{z € Fan, F(z)+ F(z +a) = b}|,
where |E| is the cardinality of any set F, and

o0(F) = a;égl?e)%w 0r(a,b).

The functions such that §(F) = 2, are said to be almost perfect nonlinear (APN).
A function F is said to be differentially k-uniform if 6(F) = k.

The following lemma is well-known and easy to prove.

Lemma 1. Let F be a permutation of Fon and denote its compositional inverse by F~1.
Then 6 (a,b) = §p-1(b,a) for any a,b. Consequently, §(F) = §(F~1).
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The function F' can also be represented by 2™ — 1 Boolean functions
fri @ €Fon = Tr(AF(z)), XeFs5n,

which are called the component functions of F'.

We denote by wt(g) the Hamming weight of a Boolean function g, i.e., the number
of x € Fan such that g(x) = 1. The nonlinearity nl(f) of a Boolean function f is its
Hamming distance to the set of all affine functions:

nl(f) = aewﬂilelepz wt(f +Tr(Bz) +e¢).

Further, the nonlinearity of F' : Fan — Fan is defined as follows

NL(F) = min nf(fy). (3)

AEF,

The nonlinearity of F' measures its vulnerability to linear attacks. The functions that
have maximal nonlinearity are called almost bent (AB). The Walsh transform of F,
denoted by Wp, is defined as

WF(/\,ﬁ) _ Z (_I)Tr()\F(z)JrB:c)7 (4)

xEFon

for any 8 € Fon and A € F5,.. For any fixed A, the mapping 5 — Wg(\, §) is the Walsh
transform of the component function fy. If there is an integer ¢, such that Wr(\, ) €
{0, 42} for all 3, then the Boolean function fy is called plateaued. In particular it is
said to be bent when Wr(\,3) € {£2"/2} for even n. Moreover, F is called plateaued
when all its component functions fy are plateaued.

Definition 2. A function F' : Fon — Fan is said to be almost bent (AB) if and only if its
Walsh transform takes values 0, +2"3 only. Consequently, AB functions exist only for
n odd.

Note that
Wp(X, B) =2" —2wt(frp), where fg(z) =Tr(AF(z) + Bx).

We denote by W(F') the multiset of the values of the Walsh transform of F'. Now, suppose
that F is a permutation of Fa» and F~1! its inverse. Then

wt(fr,g) = wt(y — Ay + BF 1 (y)).

This implies that W(F) = W(F~1); in particular NL(F) = NL(F~!) and we have
clearly:
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Lemma 2. Let F be an AB permutation of Fan (with n odd). Then F~! is an AB per-
mutation too.

It is also known that any AB function is an APN function. More details on APN/AB
functions can be found, for instance, in [1,2,14,16] and lists of known such functions
in [6,9].

2.2. Permutations by switching

In [11] and [12], the authors are interesting in functions of the shape G(x)+~ Tr(H (z))
which permute Fon. We first recall a general result based on the existence of a linear
structure for Boolean functions.

Definition 3. Let f be a Boolean function on Fo» and ¢ € Fy. We say that o € F5,, is a
c-linear structure of f if

f@)+ f(x+a)=c forall z € Fon.

Theorem 1. (See [10, Theorem 2].) Let G be a permutation on Fan, f be any Boolean
function on Fan. Then the function

F(z) = Gx) +7f(x), ~€Fu, (5)

is a permutation of Fan if and only if v is a 0-linear structure of f o G=1, where G~1
denotes the compositional inverse function of G.

Remark 1.

(a) Let F be defined by (5). For any y = F'(x) then

G G(x)) =2 =Gy +7f(x)).

Since f is a Boolean function, the preimages of y (by F') contain at most two ele-
ments.

(b) Assume that f(z) = Tr(x) in (5). The function F' can be a permutation only if the
Boolean function x — Tr(G~!(z)) has a linear structure. We study the case where
G is a monomial in Section 4.1 later.

For all permutations described by Theorem 1, we can compute their inverses using
the knowledge of the inverse of G. We first give a result which is an instance of [19,
Theorem 3]. We include the proof for clarity.
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Lemma 3. Let Q(z) = x + vg(z) be a function on Fon where v € Fi. is a 0-linear
structure of the Boolean function g. Then Q is involutive, i.e., Q o Q equals the identity
Sfunction.

Proof. By hypothesis, we have: g(z) + g(z + ) = 0 for all . Now

Q(Qx)) = (z+9(x)) +vg(z +9(x)),

where clearly Q(Q(z)) = z when g(z) = 0. When g(z) =1

Q@) =z+v+v9(x+7)=z+7+79(x)=2. O

Theorem 2. Let F be defined by (5) with the same hypothesis on G and f. Assume that
F is a permutation. Then

F'=G1'oQ whereQ(z)=z+vf(G ().

Proof. Set g = foG~!. From Theorem 1, v is a O-linear structure of g. So, we can apply
Lemma 3: @ is involutive. And we have for any x

F(G*1 o Q) (z) = G(G*1 o Q) (z) + ’Yf(Gil ) Q) (x)
= Q@) +1f(GTH QW) =(QeQ)@)=z. O

In [8] it was observed that any function F(x) = G(x) + Tr(H(x)) satisfies 6(F) < 4
as soon as G is APN. A more general version of this fact was given in [12].

Proposition 1. (See [12, Proposition 3].) Let G and H be functions on Fan and §(G) = p.
Then the function F(x) = G(x) +~vTr(H(x)) satisfies §(F) < 2p for any v € Fi..

3. A class of sparse functions: a presentation

A class of sparse functions which, under certain hypothesis, are either bijective or
2-to-1, have a large algebraic degree and a low differential uniformity, was introduced
in a recent paper [12]. In this section we recall and extend the results presented in [12,
Section 4]. In particular, we are more explicit about the properties of this class, giving
notably the inverse of such permutations. We also derive new permutations from such
2-to-1 functions.

Definition 4. Let us define the class of polynomials
Foiq(@)=2°+~yTr(z"), 1<s,t<2" =2, yeF;.. (6)

The corresponding function on Fan will be denoted by = +— F ().
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Notation 1. Instead of F,; ., we will use simpler notation such as Fj; -, F;, F', as far as
possible.

3.1. The subclass of permutations

First we characterize s, ¢, such that the corresponding F ; - is a permutation of Fon.
In this context, note that s must satisfy ged(s,2™ —1) = 1:

Lemma 4. If gcd(s,2" —1) > 1 then Fy; - is neither a permutation nor a 2-to-1 function
on Fan.

Proof. Let ¢ = gcd(s,2™ — 1) with ¢ > 3. Then there are exactly ¢ different elements
Z1,...,2¢ € Fon, such that z7 = w for some w € Fan, for 1 < i < £. We have

Foiq(z;) € {w,w+~}, foralliell,/].

Thus, Fj; .~ is not a permutation. Moreover, if £ > 5 then Fy; , clearly cannot be 2-to-1
too. Assume that ¢ = 3 and F§; , is 2-to-1. Then there is z € Fan, 2 # x; for all 4, such
that Fy;~(2) € {w,w + ~}. This implies 2° = w + . But then there are further two
elements z1, zo such that z{ = 2° implying F;; ,(2;) € {w,w + 7}, a contradiction. O

The proof of the next theorem is given briefly in [12, Theorem 7], as an application.
For clarity, we detail the proof below.

Theorem 3. Let Fy ;- (z) = z° +~yTr(z') with v € F5.. Then Fy, ., is a permutation on
For if and only if ged(s,2" — 1) =1,

t52j(2i+1)5 (mod 2" — 1) for some0<i,j<n—1, i#n/2,
and either (a) or (b) holds:

(a) i =0 and Tr(y) =0. v
(b) i >0 and v € For with Tr(y*+1) = 0, where k = ged(2i,n).

Moreover, if Tr(v) = 1, in case (a), or Tr(y2 1) = 1 in case (b), then Fst~ is a 2-to-1
function.

Proof. From Lemma 4, we must have ged(s,2" — 1) = 1. Let s~! be the inverse of s
modulo 2" — 1.

In accordance with Theorem 1, the function F;; , is a permutation if and only if « is
a O-linear structure of Tr(z'* ). This is possible if and only if

tst =27 (2i + 1) (mod 2" — 1), for some i, j,
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from [12, Theorem 5|. Case (a) corresponds to case (i) in theorem [12, Theorem 5.
Further, (b) follows from case (ii)(a) of this theorem. In this case Tr(zt ) = Tr(z? 1)
and v is a Tr(vzi“‘l)-linear structure of Tr(in'H) if and only if v € Fox.

Now, if v is a 1-linear structure of u Tr(uts_l) then

Tr(uts_l) +Tr((u+ fy)ts_l) =1 forall u.

Thus Fj ;. is 2-to-1. Indeed, according to Remark 1, yo = Fs; () for at most two z,

/

say 1 and xo with 1 = (yo + 'y)l/s and xo = yé . We have only to prove that they are

exactly two for any y9. We have
4 .
Foiy(@) =yo+v+7Tr((o+0)" ) =vo+v+y(1+Tr(y )
=yo+7Tr(zh) = Fopq(22).

This proves that Fs;~(x1) = yo implies Tr(z%) = 0 which implies Fj; (x2) = yo, and
vice-versa.! O

The case (a) of Theorem 3 is the trivial case where Fy ;. (z) = z® + v Tr(2®) with
ged(s, 2™ — 1) = 1, i.e., it is the composition of the monomial permutation x® with the
function & — x + v Tr(z), the latter is a linear permutation if and only if Tr(y) = 0. In
this case, Fs; . is said to be extended affine equivalent (EA-equivalent) to x — 2® and
then has the same differential properties as x°.

Corollary 1. Let F(z) = z° + vTr(z®) with ged(s,2™ — 1) = 1 and Tr(y) = 0. Set
§(x — x®) = p. Then F is a permutation such that 6(F) = p.

Combining Theorem 3 and Proposition 1, we obtain an infinite class of sparse poly-
nomials which are bijective and have an upper bounded differential uniformity.

Corollary 2. Assume that s satisfies ged(s,2™ — 1) =1 and 6(x — x°) = p. Further, let
1<i<n/2, k=ged(2i,n) and define the function Fs ;. on Fan by

Foin: x—a®+ ’}/TT(QES(2i+1)). (7)

Then F ; , is a permutation when Tr(nyi‘*‘l) =0 (and a 2-to-1 function otherwise) with
a provable bound on the differential uniformity:

(S(Fs,iﬁ) < 2p.

1 Note that this property was proved in a more general context (for any characteristic) by [11, Theorem 3].
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Remark 2. We use the notation of Theorem 3.

(a) If n is odd then k = ged(i,n) with k odd. Then v2° =« so that Tr(y2 1) = Tr(y).
For n = 2m we have k = 2 ged(é, m).
(b) One can choose s and 2?41 as the smallest elements of their cyclotomic coset. Indeed

F 2520 41),y = Fs 520 41),y and

(Fus(aisny0(2)° = 2% + 92 Tr (2@ D).
(¢) If  — x° is APN then 5(F575(2i+1),7) € {2,4}.

We conclude this section with some remarks on the permutations Fy ;. with low
differential uniformity.

Proposition 2. Consider the function Fy () = 25+ Tr(zt), vy € F3., 1 < 5,6 <272,
on Fan. Then we have:

(i) If n is even and x — x* is APN then F is not a permutation.
(ii) Letn be odd and t = (2 + 1) where ged(i,n) = 1. Then F is not a permutation. It
is a 2-to-1 function when ged(s,2™ —1) =1 and v =1.

Proof. (i) It is well known that if « — z*® is APN then ged(s,2” — 1) = 1 when n is odd
and ged(s,2™ — 1) = 3 when n is even (see a proof in [1, Proposition 3]). Thus, x — z*
is not bijective for n even. From Theorem 3, F' cannot be a permutation.

(ii) We again apply Theorem 3 for odd n. When ged(i,n) = 1 we must have v € Fy
to build a permutation F. Since n is odd, Tr(1) =1 so that F is 2-to-1. O

The functions F§ ;. which are known to be at most differentially 4-uniform must be
checked whether they are APN. Presently, such functions which are known to be APN
have algebraic degree 2. Notably, the functions z + 2% + Tr(z?), introduced in [8], are
APN for any n. We consider these functions in Section 5. The next proposition shows
that such a function cannot be a permutation.

Proposition 3. There is no permutation on Fon of the shape
F(z) =22+ + ’yTr(a:(QiH)(Qj“)) with ged(j,n) =1 and ged(i,n) = 1.

This holds in particular for x — 23 +~yTr(z%), for any v € F5. and any n.

Proof. Since z — 2%’ *1 is APN, then F' is not a permutation for n even, according to
Proposition 2(i). For n odd, we apply Proposition 2(ii). O



P. Charpin et al. / Finite Fields and Their Applications 28 (2014) 214-243 223

Example 1. Let s = 2% — 2 +1 with ged(i,n) = 1 be the so-called Kasami exponent, and
F(z)=2°+ vTr(:CQSiH).

Note that x — x* is APN and that 2341 = (2¢41)s. So §(F) < 4. For even n, F cannot
be a permutation. If n is odd then F is a 2-to-1 function for v = 1. For i = 1 we get
F391 which is APN for any n.

3.2. The inverse of permutations of type (6)

Here, we give the inverse of permutations, say F', defined by Theorem 3. Note that
the inverse F~! can have a large number of terms and a high algebraic degree while it
has the same nonlinearity and the same differential uniformity as F'.

Theorem 4. Let F ; -, be a permutation on Fan, defined as in Theorem 3 witht = s(2'+1)
for some i. Let 0 = s~ (mod 2" — 1). Then,

Foly(@) = (w49 Tr(a? )"

s,t,y
=z + (ij'y”j>T7‘(a:2iH).

j=<o
Proof. We apply Theorem 2, with G(z) = #* (and thus G~'(2) = 27) and
Qz)=z+ vTr((G—l(x))t) =+ ,yTr(xtO') . ’)’TT(in""l).

Hence sttlﬁ = G~! 0 Q. More precisely

F;tlﬁ(:r) = (z+ vTr(in'H))g = ij (’yTr(arziH))o_j.

Jjso
It remains to observe that (Tr(z2 +1))7~7 = Tr(z2 1) for all j £ 0. O

According to Theorem 3, if Fy; ., is a permutation then v € For where k = ged(2i,n).
Consequently, the function Fy ;. as well as its inverse function have coefficients in the
subfield Fyx.

Assume that n = 2m and thus k£ = 2gcd(i, m). If ged(i,m) = 1 or v € Fam then F;
cannot be APN. This is because there is no APN permutation which corresponds to a
polynomial in Fy[z] or in Fom[z] (see [18] and [1, Theorem 3]).

In the following example and later in this paper we consider functions Fj,, with

2" —

s = 2" — 2. Since x2" ~2 is the multiplicative inverse of every non-zero element z € Fan,

it is custom to write 27! instead of 22" =2, where 07! is taken to be 0.
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Example 2. Notation is as in the previous theorem. Let n = 3d, s = 2" — 2, ¢ = 3,
k = ged(6,7n) and consider the permutation

F(z) =2 ' 44 Tr(z=®*Y), 5 € Fy with Tr(y°) = 0.

. _ n__ n—1__
Then, since 2! = 22" 72 = z2(2 D

on—1_o 2
Fla)=a"'+ < Z xj72n_1j1> Tr(z?).
7=0

Recall that §(F) = §(F~1). If nis odd, then k = 3 and §(F) < 4. Hence v € Fys implying
~? = ~2 and thus

Tr(y’) =Tr(v) =TP () =v+7"+7"

So, a half of v € Fas satisfy Tr(y) = 0. When n = 2m then &k = 6 and v € Fgs. We will
prove later, by Lemma 5, that in this case 4 < 6(F') < 6.

Proposition 4. Let Fy ;. be a permutation on Fan with n = 2m and v € For where
k = 2gcd(i,m) and e = ged(i,m).
If v € Fy or v € Fae then Fyy ., as well as its inverse, cannot be APN.

Remark 3. According to the previous proposition, F' is possibly APN when v € Far \
(Fy UTF3e), but there is no example of such APN function.

Remark 4. The algebraic degree of the inverse of the function Fj; - is clearly less than
or equal to wt(s~1) + 1. It seems difficult to have more explicit results for general cases.
But we can have improvements for special classes (see, for example, Theorem 6). The
value of wt(s™!) is studied in [21].

We conclude this section with a brief discussion on the nonlinearity of functions Fj ; ..
Recall that we denote by NL(F') the nonlinearity of a function F' on Fan and by nf(f)
the nonlinearity of a Boolean function f (see Section 2.1).

Consider any function Fj ;. = 2% +vTr(a") of type Definition 4 and denote by fi,
A € .., its component functions. According to (3), we have here
Tr(Az®) if Tr(A\y) = 0} ®)

NL(Fs) = min {né(fx), falz) = {TT(MS +at) HTr(\) =1

Aeﬂ“;n

To compute the multiset W(F ;) collecting the values of the Walsh transform of Fy ; 5
as defined by (4), seems a difficult problem. It is clear that it is related with the val-
ues of W(G) with G(x) = x*. Also, when G is a permutation and ¢t = (2¢ + 1)s, the
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nonlinearity of the Boolean function x — Tr(xzi“) is involved since the weight of fy,
when Tr(\) = 1, equals the weight of

a(y) = TT()\y + yzi“), taking y = x°.

If F,,, is bijective the components of its inverse function have a more complicated
expression, according to Theorem 4.

Problem 1. Not much is known about the Walsh spectrum of functions which are built
with two monomials. The main results are obtained for quadratic such functions (see a
survey in [5] and the recent paper [7]). It is an open problem to find any general property
in this context.

3.8. The case of 2-to-1 functions

Consider the function on Fen given by
Fyin(z)=2°+ yTr(xS(TH)), with ¢ > 0 and ged(s,2" —1) = 1. (9)

Assume that v € For with k = gcd(%,n)._ Then, according to Theorem 3, Fy; , is a
2-to-1 function on Fon if and only if Tr(y% *1) = 1. The next theorem shows that also
in this case we can construct a new permutation.

Theorem 5. Consider a function F;.~, defined by (9) such that v € TFor with
k = gcd(2i,n). Denote by p the differential uniformity of x — a° and let 0 =
571 (mod 2" — 1). Then the function

Gsiq(2) =2 + VTT(JJS(TH) + VQiJ;S)

s a permutation on Fon and its inverse is as follows:
Gilole) = a” + (L w7 ) Tr(a " +57).
j=o

Furthermore, 6(Gs;~) < 2p. In particular, for any odd n, if x — x° is APN, then the
differential uniformity of permutations Gs;  is at most 4.

Proof. We apply Theorem 1. The function
R(y) =y +7Tr(y> " ++%y) =y +7/f(v)

is a permutation on Fan, since vy is a O-linear structure of f. Indeed, since v € Fyr where
k divides 2i, we have

i

Tr(yzm + (y—&—’y)TH _~_,yzi+1) _ Tr(y2 (72'” +’y) + 27241) -0,
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for all y € Fan. Since y — y*® is a permutation, the composition y — R(y®) is
a permutation too. Note that G,;~(y) = R(y’®). Hence the inverse of G,;(y) is
(R71(y))° = (R(y))?, where the latter equality holds by Lemma 3. Steps of the proof of
Theorem 4 yield the expression for G;%ﬁ. Proposition 1 completes the proof. O

Remark 5. In the previous method we can use v = 1 when n is odd. Indeed, for any n
(odd and even) the functions

G(x) ="+ Tr(xS(Qi"H) + z°) (10)
are permutations on Fon. Such an example is treated in Proposition 8 later.

4. On specific classes

In this section, we study some specific classes of functions Fj ; . Our main purpose is
to exhibit such functions with low differential uniformity, which are preferably bijective.
As we showed in the previous sections, it is easy to construct functions Fs:. with
differential uniformity at most 4. For odd prime n, they are not bijective, but they are
2-to-1 functions, which is also of interest. When n is even, we get easily permutations
with differential uniformity at most 8. It is known that, in this case, bijective functions
with differential uniformity 4 are rare. We describe in this section two classes of functions
F, ;~ for which the differential uniformity is better than the bound of Proposition 1.

4.1. The functions Fy 1

We determine here all permutations of the type 2°+~ T'r(z) and give their parameters.
This problem is an instance of the study of bijectivity of functions z:* + L(x), where L is
a linear function over Fy, see [23,24]. A generalization to odd characteristic for s = —1
appeared recently in [17]. Here we consider the functions

Fso(x) =2° +~vTr(x), gcd(s,?” - 1) =1, ~eTF;,, (11)

where s is not a power of 2. Recall that, according to Theorem 3, the condition ged(s, 2" —
1) =1 is necessary in order to have Fj ., bijective.

Theorem 6. A function F ., defined by (11), is bijective if and only if

27
s = —
2041

(mod 2" — 1) for some i,j with i > 0,

and both of the following conditions hold:

e n/l odd, with £ = ged(i,n); v
o v € For, k=ged(2i,n), such that Tr(v*+1h = 0.
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In this case,

n—4~0+2

0(Fsn) = 20 and deg(Fs ) = 5

The nonlinearity of Fs , equals the nonlinearity of x — 22+, Moreover

Fil=a? 4 (24 40 e ) Tr (2?4

with deg(F; 1) = 3 and NL(F; 1) = NL(F,,) = 2071 — 20006222 Al] component
functions of F, ., and of its inverse are plateaued.

Proof. Let gs(z) = 2° and ¢ = ged(i,n). We first apply Theorem 1 to Fs 4 (z) = gs(x) +

v Tr(x). The function Fj ., is bijective if and only if 7 is a O-linear structure of Tr(z'/*).

We know from [12, Theorem 5| that such a monomial Boolean function has a linear

structure if and only if it is quadratic. That is the case here since 27(1/s) = 2! + 1 for

some i, 7. Moreover for ¢ > 0, the conditions on ~ are obtained by Theorem 3. Note that

ged(s, 2™ —1) =1 if and only if n/¢ is odd, since s is the inverse of a quadratic exponent.
Thus the permutations of type (11) are of the form

J i
Fy, =a7 +~Tr(z), n/lodd, ~€Fyu and Tr(y* ') =0. (12)

5y

The values d(a,b) for F, . are the same as those of z — 22'1; they are in the set
{0, 2%} where ¢ = ged(i,n).? The algebraic degree of Fj ., is obtained by computing the
Hamming weight of (2! 4+ 1)~!: It is (see [20, Theorem 2] and [21]):

n/e
1 ) 1 n—~+2
: =1 gui—l(_qyu t — = ) 13
2041 +; (=1 w<21+1> 2 (13)

The function Fsi} is computed by using Theorem 4 and its algebraic degree is clearly 3.
For the nonlinearity, we simply look at the spectrum of component functions fy of F ..
We have for any A € F3, and a € Fa»

(@) + Tr(az) = Tr(A(z® + v Tr(z)) + az)
=Tr(Az® + zTr(\y) + azx)
- Tr(gf”r1 (Tr(My) +a) +Ay), acFsn.,

where y2'+! = 2. We get values of the spectrum of z — 22 +1 which is {0, £2(n+k)/2}
and it is the same for the spectrum of F;} (see Sections 2.1 and 3.2). O

2 These quadratic functions are two-valued as was explained in [2, Section 5]; the same holds for some
Kasami exponents.
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We now consider the functions F , which have the lowest differential uniformity, that
is §(Fs ) = 4 for even n and §(F ) = 2 for odd n.

Corollary 3. Let n = 2m with m odd. Let an integer i be such that 2 < ¢ < m and
ged(i,n) = 2. Let v € FS,.. Then the function

Fipy(2) = a7 +4Tr(2)

is a permutation on Fon if and only if v = 1. It is a 2-to-1 function when v € Fy \ Fs.
Moreover this function is plateaued and satisfies

n

§(F ) =4,  deg(F,,)=m and NL(F;.,)=2""1-2%.
When F; ., is a permutation, its inverse is

Fi’_vl(x) — g2+ + (1 +x+ xzi)Tr(inH),

which has same differential uniformity and same nonlinearity as F; .

Proof. We apply Theorem 6. Note that z — 22+ is a permutation on Fan, since
n/ged(i,n) = m where m is odd. Also k = gcd(2i,n) = 2. Then Fj, is a permuta-
tion if and only if v € T} and Tr(y**1) = 0. In this case, since i is even,

0 ifye{0,1},

Tr(y* ) =Tr(y) =m- (y+7?) = {
1 otherwise.

So, only v = 1 is possible. The proof is completed by applying directly Theorem 6. O
Remark 6. In the permutations Fj , defined by Corollary 3, the expression of s = (1 +

2071 s

m
s=1+Y (-1 2" (mod2"-1),  wt(s) = g —m
(=1

(according to (13)). In a recent paper [7], the authors point out that few permutations
on Fon, with n even, are known, which are differentially 4-uniform and have a high non-
linearity. By Corollary 3, we extend [7, Table 1]. Although F; ., is derived from quadratic
monomials, it is of high algebraic degree.

Corollary 4. Let n be odd.
(a) If 2 < i < n with ged(i,n) =1, then the function
Fi(z) = CT 4 Tr(zx)

is 2-to-1 function which is AB of algebraic degree (n +1)/2.
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(b) If2 <i < n with ged(i,n) = 3 and v € Fg with Tr(y) = 0, then the function

Fio(x) = 2355 4y Tr(a)
is a permutation on Fon. Moreover, 6(F; ;) = 8 and deg(F; ) = (n —1)/2.

Proof. When gcd(i,n) = 1, the function z — 221 is an AB function as well as the
function x — z2+1 and, further, the function Fj; is also AB. The function F; is 2-to-1
because Tr(1) = 1 and it is here the only possibility for v (v = 1 in Theorem 3). When
ged(é,n) > 1 one can construct bijective functions of type F; .. Their properties are
directly obtained from Theorem 6. O

Remark 7. Note that the following functions G;, derived from F; above,

Gi(z) = w7 +Tr(x+x2’?71+1), 2 < i < n with ged(i,n) =1,

are bijective and such that §(G;) < 4, by Theorem 5. Actually §(G;) = 4, since this
function has a linear component function:

z = Tr(Gi(z)) = Tr(z).
Indeed, we know by [1, Theorem 2| that G; is APN if and only if

2
Z ( Z (—1)9*(”3)4'”(9”'*'“)) =22+l forall a, (14)
AEFon TEFon

where gy are the component functions of G;. If one component, say ¢i, is linear then all
its derivatives are constant and condition (14) cannot hold unless all gy, A # 1, are bent,
which is impossible (n is odd here).

Example 3. Let n be odd. Note that

1
= _9(nt+1)/2 _ n_
SICEEE =2 1 (mod 2" —1).
Thus, the functions

_ o(nt+1)/2_q _ o(n+1)/2 _q

F(z) == +Tr(z) and G(z)==x + TT‘(J: i x2("+1)/271)

are respectively 2-to-1 and bijective. The function F' is AB while 6(G) = 4.
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4.2. The multiplicative inverse function
In this section, we study a subclass of functions on Fan:
F(z)=2'+yTr(H(z)), ~€F;,

where H(x) is any function. Actually, we will focus on the case where H(x) = z' for
some t, after the general result given by Lemma 5 later. We first introduce notation and
formula which will be used in all the section and do not depend on the choice of H. The
(multiplicative) inverse function over a finite field is defined as z + 71 = 1/2 assuming
that 0~ = 0. A derivative of F} ., in point a € F3, can be written as follows

DoF(x) = fulw) + 7 Tr(ha(z)), where fo(x) = — + —

= 15
el (15)

and hq(x) = H(x)+H (x+a). To compute 6 (F') we must compute the number of solutions
z of the equations

E(a,b): Dy,F(x)=b, acFs5., becFan. (16)
Note that D, F(x) = b implies f,(x) € {b,b+ ~v}. Also, we have:
(pl) An equation E(a,b) is satisfied for = € {0,a} if and only if

either b= é (with Tr(ha(0)) = 0)

or b= é +~v  (with Tr(he(0)) = 1).
(p2) If # ¢ {0,a} then f,(z) = a(x? + ax)~ .

(p3) Consider any equation E(a,b). Then E(a,b) is satisfied for = and z + a, with
x ¢ {0, a}, if and only if = satisfies at least one of these instances

2+ ax + % =0 with Tr(he(z)) =0, (17)
2% +az + ﬁ — 0 with Tr(he(z)) = 1. (18)

This is clear by writing a(z? + ax)™! = 3, 8 € {b,b+ ~}. Note that for each such
B the equation z? + azx + a/B = 0 has two solutions if and only if Tr(1/(af)) = 0.
(p4) We can choose a such that

1 1
Tr(—) =0 for = -+~ and for any -,
af a
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since the function a — 1/(1 4 ~a) is bijective on F%,.. Moreover if 5 = 1/a then
Tr(1/(aB)) = Tr(1).

Thus, when n is even, there exists a € F3. such that Tr(1/(a8)) = 0 for both
B=1/aand g =1/a+ 7.

Note that we implicitly proved the well-known property that the inverse function, say
G(x) = 271, satisfies §(G) = 2 for odd n and §(G) = 4 for even n [25].

Lemma 5. Let F(z) = 2~ +~Tr(H(z)) where H is any function on Fan. Then

{2,4} when n is odd,
() e

{4,6} when n is even.

Proof. When n is odd, it comes directly from Proposition 1; note that 6(F) = 2 when
H is linear.

Assume that n is even and choose a such that Tr(1/(14+~a)) = 0 (see (p4)). According
to (p1)—(p3), if b ¢ {1/a,1/a+~} then E(a,b) has at most four solutions. We are going
to prove that E(a,1/a) or, respectively E(a,1/a + ), has at least four solutions.

We first suppose that the equation E(a,1/a) is satisfied for x € {0,a}, i.e., that
Tr(he(0)) = 0. Further, E(a,1/a) has at least two other solutions if and only if (17)
or (18) holds for ¢ {0,a}. Since the choice of a, we have

1
fa(z) = — has 2 solutions y, y + «;
a
and
1 .
fa(z) = = 4+ v has 2 solutions z, z + a.
a

If Tr(he(y)) = 0 then y is a solution of E(a,1/a) else y is a solution of E(a,1/a + 7).
Similarly, if Tr(he(z)) = 1 then z is a solution of E(a,1/a) else z is a solution of
E(a,1/a + ~y). This is exactly to say: if F(a,1/a) has no solution z, z ¢ {0,a}, then
E(a,~v + 1/a) has four solutions y, z, y + a and z + a.

If Tr(he(0)) =1 then E(a,vy+ 1/a) is satisfied for « € {0, a}. Similarly, we prove that
if E(a,7v + 1/a) has no solution z, x ¢ {0, a}, then E(a,1/a) has four solutions. We can
conclude that §(F) > 4.

Moreover, it is clear that we cannot have 6(F) = 8 (when n is even). It is because an
equation E(a,b) can have more than four solutions only when 0 and a are solutions. In
this case, b € {1/a,1/a +~} and for each such b the number of solutions is 4 or 6. O

Problem 2. It is of interest to study z—! + v Tr(H(z)) for specific classes of H. For
instance, by taking H(x) = 22/(z+1), the authors of [26] obtain permutations F on Fan
with n even and such that 6(F) = 4. Does this property hold when H is a monomial? We
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think that the answer is generally no. However it is easy to construct such permutations
F with low differential uniformity as discussions of this section show.

From now on, we consider the following functions:
Fiy(z) =27 +~4Tr(z"), ~vE€F;m. (19)
Proposition 5. Let vy € F5,., 1 <i<n, i #n/2, and
Fi (z)=a""1+ WTT(xanl_QFl_l). (20)
Then F; ~(z) is a permutation polynomial when
v € For  such that Tr(inH) =0 where k = ged(2i,n).

If Tr(’yzi“) = 1 then F;, is 2-to-1. In both cases, §(F;~) < 4 for odd n and 4 <
d(F;~) < 6 for even n.

Proof. The bounds on 6(F; ) come from Lemma 5. Note that —1 = 2" —2 (mod 2" —1)
and

(2" —2)(2"+1) =2 +2" -2t —2=2"—2" 2
=2(2"' =271 —1) (mod 2" —1).

To complete the proof, we apply Corollary 2. 0O

Now, we are going to study two subclasses of functions of type (19). The first subclass
is given by (20) where we put ¢ = 1. Note that, in this case,

Tr(:ch_l*T—l*l) = Tr(a:gn_tl) = Tr(a:*?’).
Lemma 6. Consider the function F(x) = x~1 4+ Tr(x=3) on Fon. Then we have:

e If n is even then F is a permutation. It satisfies §(F) = 6 if and only if there is
a € 5, such that

Tr(a™?®) =0, Tr((a+1)"") =0 and Tr(a™') =1
e Ifn is odd then F is 2-to-1. It satisfies 0(F) = 4 when there is a € F3. such that

Tr(a™?) =0, Tr(la+1)7')=0 and Tr(a™')=1.
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Proof. We apply Proposition 5. The function F' is a permutation when n is even and
a 2-to-1 function for odd n; we get also the upper bounds on 6(F). We use notation
and formula from (19), (15) and (pl)—(p4). For any a € F3,., if ¢ {0,a} we can write
fa(z) = a(2® + ax)~! and

= m + (fal2))’ = W + (fal2))™. (21)
Note that
Falz) = é v ¢ {0,a) = Tr(ha(z) = Tr(2/a®) = 0. (22)

Thus, E(a,1/a + 1) has at most 4 solutions, since fo(z) + Tr(h(z)) = 1/a + 1 with
Tr(he(z)) = 1 is impossible. For u € F3, define the property (£,) on a € F3,. as follows:

(Eu): TT(CL_3) = uq, TT((G+ 1)_1) =uy and Tr(a_l) = us.

1. Assume that n is even. We take u = (0,0,1). Our goal is to prove that §(F) = 6
if and only if there is a such that (&,) holds. According to (22), the equation E(a,1/a)
has 6 solutions z if and only if the following equations () and (x*) have respectively 4
and 2 solutions

(x) falz) = % with Tr(ha(x)) =0; (k%) fao(z) = 1+a

with Tr(he(z)) = 1.

The solutions of () are {0,a} and the two solutions of 22 + ax + a®> = 0. But z = 0 is
a solution if and only if Tr(h,(0)) = Tr(a=2) = 0 and we get the first condition of (£, ). If
(#x) is satisfied too then f,(z) = (14 a)/a where a # 1 because f,(x) = 0 is impossible,
since  — 7! is a permutation. (%) is satisfied if and only if Tr(1/(a + 1)) = 0 and
Tr(he(z)) = 1, which is

Tr(ha(z)) = Tr<(a+ D Chs 1)2> = Tr(“3 +“)

ad a’ a3

= T?"(l + a*2) = Tr(afl) =1.

So we get respectively the second and the third condition of (€, ).

2. Assume that n is odd. The equation E, ;/, has 4 solutions when (x) and (*) have
both 2 solutions. We are going to prove that it is the case when there is a such that (€,)
holds for u = (0,0,0). We give a brief proof since the method is similar to even n.

The solutions of (x) are {0,a} with Tr(a=3) = 0. Further, the equation f,(z) =
(a 4+ 1)/a must have two solutions (x,z + a) with Tr(hy(z)) = 1. The conditions are

Tr(l/(a + 1)) =0 and Tr(l + a_2) = Tr(a_l) +1=1, ie. Tr(a_l) =0. O
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For any triple (u1,us2,u3) € F3 and sufficiently large n, the existence of a satisfying
(&) follows from [13, Theorem 1.1], which we adapted for our case in the next theorem.
We first need the following definition:

Definition 5. Let fi(x), fo(2), f3(z) € Fan[x]. We say that the f;(z) form a strongly
linearly independent set over Fy if there is no (vy,ve,v3) € IF% such that

oL f1(x) + va fo(x) + vz fa(x) = b (x) + h(z) + (23)
for some € Fan and h(z) € Fan[x].

Theorem 7. (See [13].) Let f1(z), fa(x), f3(x) € Fan[z] form a strongly linearly indepen-
dent set over Fo. Further, for 1 <i < 3 let

filx) = ——=, where ¢;(z),di(z) € Fan[z] are coprime polynomials.

Set m = max{degc;(z),degd;(z), 1 <1i < 3}. Then there is a primitive element o € Fan
with

Tr(fl(a)) = uq, Tr(fg(a)) = Uy, Tr(fg(a)) = us
for any fived (uq,uz,u3) € F3, whenever
n > 4(3 +logy(¢m)), €=9-8-3. (24)

Proposition 6. Let fi(z) = 273, fo(z) = (x +1)7', fs(x) = 2=, Then, the f;(z) form
a strongly linearly independent set over Fs.

Consequently, the property (£,), u € F3, holds whenever n > 38. In particular, in
Lemma 6, F satisfies §(F) =4 for such odd n and §(F) =6 for such even n.

Proof. We suppose that (23) holds for some (v, vg, v3) and we write h(z) = hy(x)/ha(z)
where hi(x), ha(x) € Fan[z] are coprime polynomials. Then we get:

vi(z+ 1) +vea® +vga?(x + 1)+ Ba2(x + 1) A () + hi(z)ha(x)

ez +1) - h3(x) ’

where h3(x) and h?(x)+h(x)ha(z) are coprime. Therefore, we must have hy(z) € {1, 2},
since h3(z) must divide 23(z + 1). Hence, x(x + 1) divides

B(z) = vi(z + 1) + vox® + v3a?(x + 1) + Ba(x + 1)

implying B(0) = 0 and B(1) = 0. This yields v; = 0 and vy = 0. Note that (23) implies
now Tr(vs f3(z)) = Tr(B) for all x, which is impossible if vz # 0.
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The inequality n > 38 is obtained by computing (24) with m = 3. We complete the
proof by using Theorem 7. O

Remark 8. To extend Lemma 6, note that by Theorem 5, for odd n the function G(z) =
27+ Tr(x=3 +271), on Fan is a permutation such that §(G) < 4.

We noticed that sparse permutations with differential uniformity 4 are rare for even n.
However there are functions z — ! + wTr(a:t), on Fs» with n even and for some ¢
which are not bijective but have the same differential uniformity as = > x~1.

Theorem 8. Let n be even, t € {3,5} and v € Fsn, and set
Fyy(z) =27 +yTr(2). (25)

Then 6(Fy; ) =4 for any v such that v3 =1 when t = 3, as well as for any v such that
~v®> =1 whent = 5.

Proof. Notation is as we stated at the beginning of this section and the method is the
same as for Lemma 6. Here h, is the derivative of = + 2! in point @ and we begin by
computing h,(z) for x ¢ {0,a}. Recall that in this case f,(z) = a(x? + ax)~. If t = 3
then

2
he(x) = 220 + za® + d® = a +a’. 26
(z) fa(2) (26)
If t =5 then
ha(z) = 2%a + za* 4+ a® = @ + o +a® (27)
‘ (fa(@)? * falz) 7
since
2 2 2
w4a—|—xa4:a5<(x —|—4am) 42 —|—2a1:>.
a a
Now, according to (19), (15) and (p1)—(p4), we look at the solutions x of
Fo(z) = fa(@) + 7 Tr(ha(2)) =b, b€ {l/a,1/a+7}. (28)

Note that if z € {0,a} then Tr(hq(z)) = Tr(a'). Recall that §(F; ) = 6 if and only
if either E(a,1/a) or E(a,1/a + ) has 6 solutions. We are going to prove that it is
impossible.

Assume that t = 3. Note that when f,(x) = 1/a, ¢ {0,a}, we get Tr(hq(z)) =0,
from (26). This implies that E(a,1/a + ) has at most 4 solutions, since it is impossible
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to have Fy,(z) = 1/a + v with Tr(he(z)) = 1. Now, E(a,1/a) has four solutions when
Tr(a®) = 0. These are {0,a} and the two solutions of 22 + az + a* = 0.

There are two other solutions if and only if there is x ¢ {0, a} such that f,(z) = v+1/a
with Tr(he(x)) = 1. Note that f,(z) = v+ 1/a if and only if

2
9 a . 1
=0, ie, T =0. 29
x +a:c+a7+1 , e, T(ay—&—l) (29)

But from (26)

3 , 1
Tr(ha(z)) :Tr<ma+1 +a‘5> :Tr<m+1 +a3> =0.

This is because (with 4% = 1)

3 3
a7a+1 = ((maj;lﬁfl) =(ay+1)?+(ay+1)+ 1+ e
So, it is impossible to have f,(x) = v + 1/a, with Tr(hg(z)) = 1, © ¢ {0,a}. Hence
E(a,1/a) has at most four solutions.
Now t = 5. When f,(z) = 1/a, z ¢ {0,a}, we get Tr(hq(x)) = Tr(a®), from (27).
Assume that T'r(a®) = 0. In this case we get four solutions, which are {0,a} and the
two solutions of 2% + ax + a? = 0, x ¢ {0,a}. We proceed as previously to prove that
there are no other solutions. With f,(x) = v+ 1/a, and assuming (29), we get:

a® a® 5 1 5
o) =T+ oy ) =T () =0

by expanding

5 1)+1)5
¢ l - ((a”y + )+,€ ) ) for £ == 172? Where 75 = 1
(ay+1) (ay +1)

Thus Tr(he(x)) # 1, a contradiction.

Now f,(x) = 1/a with Tr(a®) = 1, the case where b = 1/a + v. We have four
solutions, as above. There are two other solutions when f,(x) = v+ 1/a, assuming (29),
and Tr(he(x)) = 0. But, in this case

a contradiction. O

Problem 3. Is there other values of ¢ for which the functions F; - (given by (25)) satisfy
§(Fy,y) = 4 for some 7?7
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5. Two quadratic monomials
In this section, we study the functions over Fsn» of the form
F(z)= 22 4 7Tr(m2k+1) with ged(j,n) =1, v € Fi., (30)
where j and k are nonzero integers.

Corollary 5. Let F' be given by (30). Then

(i) 0(F) < 4;
(ii) F cannot be a permutation unless k = j and Tr(y) = 0.

Proof. The condition on j means that z — 22’ +1 is an APN function. Thus, (i) comes
from Proposition 1. Proposition 2 implies (ii) when n is even. When n is odd, F' can be
a permutation only if

2" +1=2(27+1)(2° +1) (mod 2" —1), for some i,/
(see Theorem 3). But this is impossible unless two cases:

— k=j,i=0. When Tr(y) = 0, this case provides permutations from Theorem 3(a).
— ¢ =4 = 1. This case is treated by Proposition 3. O

5.1. APN or not

In this subsection we study the derivatives of F', that is we consider the functions
x +— Gg(x) + F(a), a € F5., where

Go(z) = go(x) + 'yTr(ha(x)),

ga() = 2?0+ za? ha(z) = 22 a + za®". (31)

Note that g, and h, are linear functions so that G, is linear too. Hence G, is 2-to-1
if and only if its kernel has dimension 1. Recall that a function is APN if and only if all
its derivatives are 2-to-1. Our goal is to compute the kernel of the functions G, of the
form (31).

Remark 9. Since = + 22+ is APN, because j and n are coprime, the function g, is
2-to-1 for every non-zero a. Thus the image set of g, is a hyperplane in Fs», which we
denote H,. Recall that a hyperplane H in Fy» is defined by a unique non-zero A € Fan

such that H = {y € Fan | Tr(A\y) = 0}. Next we determine A defining H,. It must hold:

Tr()\(mQja + a:an)) = Tr(x(/\a2j + (/\a)anj)) =0,
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for all z. Thus Aa = A2’ a%” providing A = a_(2j+1), and we have:

Y

The next theorem is a binary version of [11, Theorem 6].

Ha = {yéan

Theorem 9. Let Ly : Fon — Fan be a linear function with kernel {0,a} and v, § € F.
with Tr(Ba) = 0. Define

L(z) = Li(2) + 4 Tr(Ba).

Then the kernel K of L has dimension at most 2. Moreover this kernel has dimension 1
if and only if either (i) or (ii) is satisfied:

(i) there exists an element u € Fon satisfying Li(u) = and Tr(Bu) = 0;
(ii) ~ does not belong to the image set of L.

The next corollary is an instance of the theorem above. We include a sketch of proof
for completeness.

Corollary 6. Let F' be given by (30) and G, by (31).
Then G is 2-to-1 if and only if either (i) or (ii) is satisfied:

(i) there exists an element u € Fan such that v = ga(u) and Tr(he(u)) = 0;
(ii) v does not belong to the image set of ga, i.e. Tr(v/a* t1) # 0.

If G, is not 2-to-1, its kernel has dimension 2.

Proof. We apply Theorem 9 with Li(z) = g.(z), K is the kernel of G, and § =
a?" " + 42" since

Tr(ha(z)) = Tr(axzk + agkx) = Tr((aQn_k + azk)a:).
Because g, is a 2-to-1 function, the kernel of g, is {0, a}. Note that Tr(8a) = 0, since
Tr((aQn_k + an)a) = Tr(aQn_kJr1 + anH) =0.
Thus, the result comes directly from Theorem 9. O

Note that, from Remark 9, the fact that v belongs to the image set of g, means that
Tr(y/a? 1) = 0. Also, we know that 6(F) € {2,4}. Thus we have directly
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Corollary 7. Let F(z) = 22 1 + y Tr(2® 1) with ged(j,n) = 1 and k > 0. Then F is
APN if and only if for all a € F5,

Tr(#) =0 = Tr(qua + ank) =0, whereu? a+ua® = . (32)

Otherwise §(F) = 4.

Remark 10. The previous corollary shows that F(z) = z¥ 71 + 4 Tr(z2'+!) with
ged(n,j) = 1 is APN for any v such that Tr(y) = 0. Moreover such F is a permu-
tation when n is odd (see Corollary 1).

Note that F(z) = (x+~vTr(x)) ox?’+1 where z+ Tr(x) is a bijective linear function
and z2 1 is APN. Hence F(x) is EA-equivalent to 2%’ 1. Moreover, any function (z+
yTr(z)) o G(x) is (bijective) APN whenever G(z) is (bijective) APN.

The following result extends Corollary 7. Note that the linear function L (below) can
be obtained in the context of Hilbert’s Theorem, an explanation (and a proof) of which
can be found in [22, Chapter VI, § 6].

Corollary 8. Let F(z) = 22’ +1 + 4 Tr(2" 1) with ged(j,n) = 1 and k > 0. Let p € F}n
such that Tr(u) = 1 and define the linear function L : Fon — Fon by

Z v Z 2 (33)
1=0

Then F is APN if and only if for all a € F5,. such that T?"('y/a2j+1) =0, we have

v

Tr(a2k+1((L(A))2k + L(A))) =0, where A= Py

(34)
Proof. Suppose that there is u such that u? at+ua? = ~ or, equivalently, taking v = u/a,
there is v € Fan as follows

27 7
Since ged(j,n) = 1, there are only two solutions of (35) if TT(’y/azj‘H) = 0, namely v
and v+ 1, and no solution otherwise. Let u be such that Tr(y) = 1 and set A = v/a® +1.

It is easy to check that if Tr(A) = 0 then v = L(A). Indeed, for any y we have:

(L(y) Z o(i+1)j Z o(£+1)j +Z 2id Z oli
=0 =0 =0

n

SDOVED LS SIS 9

i=1 £=0
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n—1 n
iJ 235
=> vty 1 oy
i=1 (=1
=puTr(y) +yTr(p).

Thus

2

(L) +L(y) =y when Tr(y) = 0 and Tr(x) = 1. (36)

By applying Corollary 7, we obtain that F' is APN if and only if for all a € F3,. such
that Tr(A) = 0 we have

Tr(aqu + a2ku) = T’I"(CL2I€+1 ((L(A))Qk + L(A))) =0,
where A = y/a* ! and u = L(A)a. O
5.2. A special case
To illustrate the results of the previous subsection we propose some complements on
the function x — 23 + vTr(2%), which is APN for any n with a suitable v. First we

observe:

Lemma 7. Notation is as in Corollary 8. Assume that k = 05, £ > 1. Then, the condi-
tion (34) becomes

203 41 Y
(o ()

Proof. We simply use that (L(A))? = L(A) + A:

o1

ot Q(e—1);j

(L(4))” = (L(A) + A) = (L(A) + A) +A =---. ]
Then, we have directly

Proposition 7. Let F(x) = 23+ yTr(z°). Then F is APN for all n when v = 1. When
n is even, F is APN for all v € Fy.

Proof. It comes directly from (37), by replacing j = 1 and k = ¢ = 3. For all a € F3,
such that Tr(y/a) = 0, we must have

22 2 4
Tr<a9<<alg) + (%) + %)) = Tr(Z—g + a2 +a67> = 0.
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This obviously holds when « = 1, for any n. But when n is even, it holds also for v € Fy.
Indeed, in this case, we get

Tr(%+a6(74+7)> =0. m|

In Section 3.3, we showed how 2-to-1 functions yield permutations. The function
F(x) = 23 + Tr(2%) is 2-to-1 for odd n.

Proposition 8. Let n be odd. The function
G(z) = 2 + Tr(2? + 2%)
is bijective on Fan and satisfies 6(G) = 4.

Proof. The function G is bijective such that §(G) < 4, from Theorem 5. We compute
the dimension of the kernel of G(z) + G(z + a) + G(a) for any a € F3,.. Consider the
equation

Ga(z) = 2*a+ za® + Tr(z%a + za® + z%a + za®) = 0.

First x = 0 and 2 = a are solutions, for any a. Further, if Tr(a=2) = 0, there is u such
that u?a + ua? = 1. Since 23 + Tr(x”) is APN, we have in this case Tr(ua + ua®) = 0
by Corollary 7. Then v and u + a are solutions of

z2a+za®+1=0 with Tr(:csa +za® + 2%a + xaQ) =1,
implying that G, is not 2-to-1 when Tr(a=3) =0. O
6. Conclusion

In this paper we focused on the permutations introduced in [10,11] which are as sparse
as possible and have a low differential uniformity 6. While it is easy to obtain an upper
bound on 4, it is difficult to give the exact value of §. In this context, we present new
methods and new tools expecting that they can be used for other kinds of functions too.

The main question remained open whether do exist new classes of APN functions of
form x* +~ Tr(z'). We are more precise in the paragraph below. There is the remarkable
class of functions x + x® + Tr(2”), and few sporadic examples. Our studies and our
numerical results lead us to conjecture that there is no other infinite class of such APN
functions.

Another open problem is the determination of the Walsh spectrum of functions of type
x® + v Tr(x?). Little is known about this, especially for such non-quadratic functions.
This problem is difficult since it is related to finding the spectrum of Boolean functions
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including two monomials, or with the weight enumerator of cyclic codes with three zeros.
This appears clearly when one studies the component functions (see Section 3.2).

Further functions Fy ;. The set of functions F s 4 on Fan is very rich. It is of interest to
identify specific sets of integers s and ¢ yielding such functions with particular properties.
For example it would be interesting to study the properties of functions

Fjiny(z) = 2¥H 4 yTr (x(2i+1)(2f+1))7

where z — 22+ is a permutation on Fan. It is easy to see that the algebraic degree d

OfFiJ',,YiS
4 ifi#j,
d={3 ifi=jwithl<j<n/2
2 ifi=j=1.

It is worth to note that with i = j = 1 we get the APN function z +— 3 + vTr(z2?)
which is not a permutation.

Another interesting choice for s would be the so-called Kasami exponent. Recall that
the integers

d=2%-2"4+1 (mod2"—1), 1<i<n—1,
are called Kasami exponents and the corresponding power functions on Fan
Ky(x) =2

are called Kasami functions. The Kasami exponents yielding permutations on Fan are
characterized in [21, §3.1]. Let d = 2%* — 2? + 1, then the set of functions

Fiy=a? 4y Tr(a® )

includes permutations with low differential uniformity. Again, we would like to remark
that with i = 1 we get the function z® +  Tr(z?).
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